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Excellent 5G security design: enough?  

 

 

 

Improved key derivation  several different levels of trust (trust domains) 

Improved mgmt of Network 

Access Security (AMF vs SEAF) 



… huge threat surface…  

Yes, but…. 

5G/6G  
systems’ security: 
A small part of a 
bigger picture!! 

Mobile/IoT security 
Applications 

Hardware 

Risk management 

Implementation 

Side channels 

Interworking 

Incremental deployment 

Malware 

… … … 
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… … … … … … 
… … … 

… … … 

Device manufacturing security 

Firmware 

5G/6G 
security 

No 5G security if SW/HW 
implementation is insecure! 

Lots of config & «optional/should»  
In the standard!  

SW networks, third party suppliers:  
Complexity, heterogeneity, 

decentralization (e.g. MEC), … 



Increased threat surface? 

TLC, cloud/DCSP,  
policy makers, verticals/SP,  

open source, etc 
(Ever increasing #)  

Heterogeneous technologies 
Increased threat surface 

Decentralization / edge computing 
Security @ design phase not nearly enough;  

Many further crucial phases: 
Development, Deployment, Integration & testing… 
(and don’t forget technology decommissioning!)  



What about configuration «options»? 

• Is IMSI/SUPI protection ON? 

• Is Integrity ON?  
• Just on control plane or also on data? 

• Is certificate enrolment (TS 33.310) 
supported by gNB? Secure boot? … 

• … very long list follows… 

 
To what extent? An example… 
• Requirement: “The gNB shall support confidentiality, integrity and 

replay protection on the gNB DU-CU F1-U interface for user plane”. 

• Then a NOTE (!) says: “The above requirements allow to have F1-U protected 
differently (including turning integrity and/or encryption off or on 
for F1-U) from all other traffic on the CU-DU (e.g. the traffic over F1-C)”. 



So, options are the only problem? 

        NO! 
• Problems might remain even if security 

improvements were all mandatory!! 

 
• Example: brand new 5G IMSI protection solution 
 



SUPI/IMSI: MCC MNC MSIN 

SUCI: MCC MNC PubKey Encrypted MSIN 
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ECIES: 
Elliptic Curve 
Integrated  
Encryption  
Scheme 

No AEAD…  

but correct ENCMAC order 

IMSI protection:what’s this? 



Parenthesis: (EC) IES for the layman…  

gHNkey 

Ephemeral x  gx 

Kc, Ka = HKDF(g(HNkey x)) 

ENC = AESKc(SUPI) 

(gHNkey)x 

MCC MNC MSIN HMACka 

Auth=HMAC 

Hardness of DLOG 

Send gx along with above SUCI 

Derive ENC & AUTH keys  
from DH-type exchange 
(fresh at every new association) 

• ephemeral gx   No tracking possible 

• Not even visiting domain «sees» IMSI(SUPI) 



But… no protection vs downgrade! 

4G/3G/2G = downgrade if no better signal 

5G 5G 

4G 

Attacker circumvents 5G protections by 

downgrading you!! 

ACM Wintech, September 2020, London 



And implementation is always critical! 
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Just a (recent) example: NEF security 
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 API security = new concern for telcos! 



 best defense? 
 

Prevention  controls! 
 

But of course, also related to prevention,  
let’s NOT forget secure design and threat intelligence  

(not discussed today) 

Point is: No 5G security if SW/HW 
implementation is insecure! 



Which controls? 

Source: ENISA 5G cybersecurity 

ENISA European Electronic Commun Code domains: 
DOMAIN D1: GOVERNANCE AND RISK MANAGEMENT 
DOMAIN D2: HUMAN RESOURCES SECURITY  
DOMAIN D3: SECURITY OF SYSTEMS AND FACILITIES 
DOMAIN D4: OPERATIONS MANAGEMENT  
DOMAIN D5: INCIDENT MANAGEMENT  
DOMAIN D6: BUSINESS CONTINUITY MANAGEMENT  
DOMAIN D7: MONITORING, AUDITING AND TESTING  
DOMAIN D8: THREAT AWARENESS 

Detailed 5G-specific analysis carried out in: 
ENISA Security Measures,  
5G supplement, July 2021 



 But are  
(these so far pretty high level)  

checks sufficient? 



Let’s sample a few D3 (Technical):  



Let’s sample a few D3 (Technical):  

Harden & control encryption 

Easy to say, isn’t it? 
… well, see next slide                 



Controls  more tech attention! 

Hello, what’s your level 
of security? 

No worries. military grade  
AES encryption 

Ooops, but you «forgot»  
IV = 000000000 ZeroLogon attack,  

Couple of years ago, oct 2020! 

A real world story 

Are you kidding? When did this happen? 
WiFi WEP 1998? 2G 1999 disaster? 

And tech mistakes might be  
way more subtle than a zero IV! 

More later  



 Critical Infrastructures:  
Who’s the (likely) attacker? 

 
Defense must be tailored to the threat model 

But the really crucial issue is… 



5G = critical infrastructure  We cannot ignore high tiers… 

Cyber mosquitos / nuisance 

Crime / ransom 

Nation-state actors 
Create 

vulnerabilities 
Embed exploits into 

lifecycle 



5G = critical infrastructure  We cannot ignore high tiers… 

Cyber mosquitos / nuisance 

Crime / ransom 

Nation-state actors 
Create 

vulnerabilities 
Embed exploits into 

lifecycle 70+ Android AVs (VirusTotal) 

76% samples undetected 

> 90% AVs  no detection at all 

Layman Smartphone Security:  
practically inexistent! 



5G risk assessment  
by NIS cooperation group, 2019 

Risk categories 
Risk  scenarios related to  

insufficient security  
measures 

R1: Misconfiguration of  networks 
R 2 : Lack of access controls 

Risk  scenarios related to  
5G supply chain 

R 3 : Low product quality 
R 4 : Dependency on any single supplier within individual 
networks or lack of diversity on nation - wide basis 

Risk scenarios related to  
modus operandi of main  
threat  actors 

R 5 : State interference through 5 G supply chain 
R 6 : Exploitation of 5 G networks by organised crime or 
Organised crime group targeting end - users 

Risk scenarios related to  
interdependencies between  
5G networks and other  
critical  systems 

R 7 : Significant disruption of critical infrastructures or services 
R 8 : Massive failure of networks due to interruption of electricity 
supply or other support systems 

Risk scenarios related to  
end user devices 

R 9 : IoT (Internet of Things) exploitation 
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Technical 

Geo-political 

Cascade effects 

societal 



The EU position 



R5. State interference through 5G supply chain? 
No evidence but.. yes, «they» might DESIGN vulnerabilities 

Hello, «more secure» messaging application! 
What do you offer me now in 2013? 

Indeed, we offer a secure chat:  
end-to-end Diffie-Hellman,  
with final anti-MITM «auth code»! 
Not even our servers can intercept you Let me recap DH details..  

A very, very subtle error (?), real world story from another domain 
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choose random  

x ∈ {0,1}s 

Bob 

choose random  

y ∈ {0,1}s 

gx mod p 

gy mod p 

Compute  

K= (gyx) mod p  

Compute 

K= (gxy) mod p  

SAME CODE? GOOD! Nobody can intercept us! 
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gy mod p 
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Compute 
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Make it more secure 

XOR with this 
truly random NONCE 

XOR with this 
truly random NONCE 

R5. State interference through 5G supply chain? 
No evidence but.. yes, «they» might DESIGN vulnerabilities 



A very, very subtle error (?), real world story from another domain 

Alice 

choose random  

x ∈ {0,1}s 

Bob 

choose random  

y ∈ {0,1}s 

gx mod p 

gy mod 

p 

Compute  

Kx= (gzx) mod p  

Compute 

Ky= (gzy) mod p  

SAME CODE, but central (foreign country) server IS INTERCEPTING US!! 

BUT, why the heck did you add this: 
Key = gab XOR server-nonce ?? 
As a further protection?? AARGHH!! 

gz mod p 

gz mod 

p 

And now: K = Kx Nx 
And now: K = Ky Ny 

Malicious server may now match any arbitrary 
endpoit fingerprint and create a MITM! 
design error? Bugdoor? You decide! Real world story 

https://habr.com/en/post/206900/  
(in russian, otherwise not much known) 

 

Implementation bug? 
 or (deniable!) bugdoor? 

https://habr.com/en/post/206900/


The EU position 



   The 5G 
EU Toolbox 



EU 5G toolbox: strategic measures 

 

• SM01 Strengthen role of national authorities;  

• SM02 Perform audits on operators  

• SM03 Assess risk profile of suppliers  

(and restrict/exclude if necessary)  

• SM04 Control use of  

Managed Service Providers 

• SM05 Ensure diversity of suppliers  

(multi-vendor) 

• SM06 Strengthen resilience at national level;  

• SM07 Identify key assets 

• SM08 Maintain and build EU technology 
 



EU 5G toolbox: technical measures 

 

• TM01 Baseline secure network design and architecture 

• TM02 Implement/adopt 5G security standards; 

• TM03 Strict access controls; 

• TM04 VNF security; 

• TM05 Network mgmt, operation, monitoring; 

• TM06 Physical security; 

• TM07 SW integrity, update, patch mgmt; 

• TM08 Robust procurement conditions for suppliers; 

• TM09 EU 5G certification (tbd as of today) 

• TM10 EU certification for non 5G-specific ICT; 

• TM11 Resilience and Continuity Plans  
 



EU 5G toolbox: targeted support actions 

 

• SA01 Develop guidelines and best practices on network security; 

• SA02 Reinforce testing and auditing capabilities at national and EU level; 

• SA03 Support and shape 5G standardisation; 

• SA04 Guidance on implementation of security measures in 5G standards; 

• SA05 Technical and organisational security through EU-wide certification; 

• SA06 best practices on assessing risk profile of suppliers; 

• SA07 Improve incident response and crisis management; 

• SA08 Assess interdependency between 5G and other critical services; 

• SA09 Enhance cooperation, coordination and info sharing mechanisms; 

• SA10 Ensure publicly funded 5G projects do include cybersec risks 



A pragmatic 3GPP step: SCAS tests! 

TS 33.116 Security Assurance Specification (SCAS) for the MME network product class

TS 33.216 Security Assurance Specification (SCAS) for the evolved Node B (eNB) network product class

TS 33.326 Security Assurance Specification (SCAS) for the Network Slice-Specific Authentication and Authorization Function (NSSAAF) network product class

TS 33.511 Security Assurance Specification (SCAS) for the next generation Node B (gNodeB) network product class

TS 33.512 5G Security Assurance Specification (SCAS); Access and Mobility management Function (AMF)

TS 33.513 5G Security Assurance Specification (SCAS); User Plane Function (UPF)

TS 33.514 5G Security Assurance Specification (SCAS) for the Unified Data Management (UDM) network product class

TS 33.515 5G Security Assurance Specification (SCAS) for the Session Management Function (SMF) network product class

TS 33.516 5G Security Assurance Specification (SCAS) for the Authentication Server Function (AUSF) network product class

TS 33.517 5G Security Assurance Specification (SCAS) for the Security Edge Protection Proxy (SEPP) network product class

TS 33.518 5G Security Assurance Specification (SCAS) for the Network Repository Function (NRF) network product class

TS 33.519 5G Security Assurance Specification (SCAS) for the Network Exposure Function (NEF) network product class

TS 33.520 5G Security Assurance Specification (SCAS); Non-3GPP InterWorking Function (N3IWF)

TS 33.521 5G Security Assurance Specification (SCAS);Network Data Analytics Function (NWDAF)

TS 33.522 5G Security Assurance Specification (SCAS); Service Communication Proxy (SCP)

TS 33.523 5G Security Assurance Specification (SCAS); Split gNB product classes

TS 33.527 Security Assurance Specification (SCAS) for 3GPP virtualized network products

TS 33.528 Security Assurance Specification (SCAS) for Policy Control Function (PCF)

TS 33.537 Security Assurance Specification (SCAS) for the Authentication and Key Management for Applications (AKMA) Anchor Function Function (AAnF)

TR 33.818 Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS) for 3GPP virtualized network products

TR 33.926 Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes

TR 33.927 Security Assurance Specification (SCAS) threats and critical assets in 3GPP virtualized network product classes



(note: a further set of tests in a bigger picture) 

SCAS = specific tech addition (!)  
to remaining classical security testing,  

processes and governance! 



Promoted by GSMA NESAS 

NESAS = industry-driven certification 



NESAS «within» 5G certification? (ongoing) 



NESAS «within» 5G certification? (ongoing) 

more info (?) @ certification.enisa.europa.eu 
Just launched (mini) site - March 19, 2023 



But… a couple of challenges 

1. From “compliance checklists” (is measure applied?) to “assurance 
tests” (concretely verify its application via formal test/procedure)  

• 5G SCAS  valuable and promising approach,  
but just a FIRST (good) STEP! 

• Must be complemented with deeper tech tests 
• Remember this previous slide: encryption is not an ON/OFF check!! 

 
 
 

• and it is just an example of many other  
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- 25 years of Bleichenbacher oracles  
- DROWN 2016, ROBOT 2018 @ Facebook & Cisco, etc 
 

- Side channel threats/leaks 
- EM leaks, time channels, CPU over-optimization (e.g. 

spectre, meltdown), frequency leaks (e.g. hertzbleed 
2022), etc 
 

- Side/limit cases: checks forgotten  disaster 
- ECDSA Nonce reuse (Sony playstation 2010, 

Ethereum bots, etc), Java Psychic signature (april 
2022), Certificate reuse across sites, etc 

 

- Just the top of a tech iceberg (remember, 
we have to protect against high tier threats, 
not against script kiddies!) 
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2. From one-time certification to continuous verification / DevSecOps 
• 5G virtualized Service Oriented Architecture  perfect use case 
• But CI/CD in an operational network is easy to say, but MUCH harder to do… 



Issue: Tests involving multiple NFs 
(example for concreteness: AMF) 

Component 

under test Production 

components 

Production 

components 
Production 

components 

NF needs to send tamed 

response, instead of normal one 
In this AMF test, AUSF must send verification 

failure even if UE res* is valid 

Issue: how to do this  outside lab environment? 

e.g. production network with DevSecOps… 



Issue: Tests involving multiple NFs 
(example for concreteness: AMF) 

(our) Test architecture: non trivial! 
UE emulator 

 

 

 

Legacy NFs 

 

 

 

Custom test components  

(proxies, controllers, etc) 
(including «unusual» proxies e.g. NGAP) 



how to raise, train, and retain in Italy (!) a new 
generation of qualified people - Four problems: 

Thank you! 
Giuseppe.Bianchi@uniroma2.it 

• Cybersecurity: union of 20+ (!) knowledge areas! (source: cybok 2021) 

• Huge skill gap (80% struggle to find candidates- source De Zan) 

• 5G security experts must FIRST be 5G experts! 

• High tier threats  very deep expertise/skills 

The final challenge: people!! 

TLC/5G 
expertise 

Cybersec 
expertise 

Hard to find people with  
thorough training in *BOTH* fields 
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Criminals 

Short the 

market   

1:07 pm: Criminals attack twitter 

account of Associated press – 

fake post: White House 

bombed, Obama injured 
1:07 pm: bots 

immediately react 

with panic sell-out, 

dow down 147 pt 

1:10 pm: Obama staff 

and AP reporters 

debunk the fake news; 

market back to normal They made millions with almost no effort! 
(attacking AP twitter accout easier than attacking banks) 


