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The Global Risks
Report 2022

17th Edition

prevention will inevitably entail higher costs”.

L’evoluzione dei sistemi ICS/SCADA e il progressivo
aumento delle possibilita di gestione e controllo in
remoto delle attivita produttive esporra, verosimilmente,
il settore manifatturiero al rischio di crescenti
compromissioni cyber, finalizzate ad alterare i dati
operativi di processo, con potenziali impatti di ordine non
solo economico ma anche cinetico.

20/04/2023 www.coseritylab.it
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“Attacks on large and strategic systems will carry
cascading physical consequences across societies, while
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Industrial Control System
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Purdue Model
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Operational Technologies

Fino alla fine degli anni '90, | sistemi
OT erano essenzialmente isolati
dalla rete IT aziendale, utilizzavano
ambienti e protocolli proprietari e
scambiavano informazioni su reti
dedicate.

PCMCIA Card Windows NT/95

ETHERNET NETWORK

Oggqi utilizzano software e protocolli
off-the-shelf, sono integrati con le reti
IT e fanno ampio uso di dispositivi
mobili e 1loT (Industrial Internet of MTU
Thing).

Cio espone i sistemi OT alle stesse
classi di minacce dei sistemi IT.

lan aziendale

Master Terminal Unit

PCMCIA for ASLogix 5
Controliet RELinx

Serial’Parallel
avice

Pana Wiews 800"
1000* or 1400e

CONTROLNET NETWORK

Le peculiarita dei sistemi OT non bus di campo
rendono disponibili tutti gli strumenti
di contrasto per I'lI'T
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IT vs OT Cyber security priorities ‘0 o lzb

\
Industrial Automation &
Control Systems

. [General purpose IT Systems J

Integrity Integrity

Availability Confidentiality

—— o - ——— —— o - —

N e e e e e e o o o o = = =

Source : ANSI/ISA-99.00.01-2007
Security for Industrial Automation and Control Systems

Availability is a crucial
requirement

sistemi OT presentano diverse peculiarita:
Sono caratterizzati da un gran numero di
connessioni di I/O
Molti messaggi di pochi byte (il loro
numero aumenta nel caso di situazioni
anomale)
Operano 24/7/365 all'anno
Hanno dei lifetime di 10 — 20 anni
Hanno bisogno di requisiti di Hard real-
time (vs soft real time)

Figure 1: The real-time spectrum

Hon- < Soft S Hard

real tirme real time real tirme
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Conseguenze di un attacco cyber COSE -{[TE
a

Un attacco cyber a un sistema

OT puo produrre:

e [o v o] Js . CNN Exclusive
e Danni fisici/distruzione delle | . DHS Video

apparecchiature

* Potenziali impatti sulla salute
dei lavoratori/popolazione

* Problemi di inquinamento

e Effetti a cascata su altre
infrastrutture/sistemi

* Lunghi tempi di recupero

Idaho National Laboratory Aurora Test in 2007

https://www.youtube.com/watch?v=fJyWngDco3g
20/04/2023 www.coseritylab.it 10
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https://www.youtube.com/watch?v=fJyWngDco3g

Intentional or «accidental» sabotage

. Un cyber attack compromette il normale funzionamento
: del sistema. Cio pu0 avvenire in due modi diversi.
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L’azione cyber e tale da interferire con il funzionamento -‘1 Tr—
del sistema OT rallentando le comunicazioni, «accidental»
cancellando i file di configurazione, rendendo sabotage [
inaccessibili alcune risorse, ecc. Eventi che induconol il
sistema a porsi (automaticamente) in una condizione di
sicurezza bloccando I'erogazione del servizio.

oy ber "costringel i , «intentional»
dzione cyber "costringe’™ 1l processo a operare In
g &t TP g sabotage

condizioni diverse da quelle nominali, inducendo un e
comportamento che altera il modo in cui il sistema e el B
progettato per funzionare. - =l




Job rejection caused a bit of a stink

By Tony Smith 31 Oct 2001 at 15:55 SHARE ¥

An Australian man was today sent to prison for two years after he was
found guilty of hacking into the Maroochy Shire, Queensland
computerised waste management system and caused millions of litres of
raw sewage to spill out into local parks, rivers and even the grounds of a
20/04/2023 Hyatt Regency hotel. 12
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Cyberterrorism After Stuxnet

After Stuxnet

thomas M. Chen
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to Electric Grid Operations

CrashOverride

DRAGQO!

IRONGATE

(2014) TRITON
“external (2017
interference from the
Dragonﬂy/ HAVEX computer network”
(2016) | Ukrenergo Target: Safety
BLACKENERGY » L . 7 " Instrumented
(2012) | B System (SIS)
controllers
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Motivations Behind Attacks: 2014 (Jan-Apr)

5% 3

8 Ciber Crimme
o Hacktivism

TR Geopolitical cyber attacks 2009 - 2019

15

“World governments are
Investing more and more 5

capital on both offense N\\AI\A
and defense-related o

cyber tools, tactics, and

strategies”

https://www.fintechnews.org/is-cyberwarfare-as-threatening/

18
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ICS CVE Severity Stacked 2020-2022

678

632

ICS CVEs No Severity Assigned

2020 0
2021 1

2022 4

a6 55
2020 2021 2022 2020 2021 2022 | 2020 0: 2021 2022
Critical High Medium Low
ICS/0T
Siemens Drives Rise in ICS Vulnerabilities Discovered
in 2022: Report
More than 1,300 ICS vulnerabilities were discovered in 2022, including nearly 1,000 that have a high or critical severity rating.
https://[www.securityweek.com/siemens-drives-rise-in-ics-vulnerabilities-discovered-in-2022-report/
20/04/2023 www.coseritylab.it 19
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FINANCIAL TIMES

Israel-Iran attacks: ‘Cyber winter is coming’

Suspected online assaults on water plant and port offer clues to next stage of rivalry

Two Israeli officials said striking at Iranian civilian infrastructure was an escalation taken at the behes
acting defence minister, who wanted a visible response to a suspected attack on Israel’s water station

AN 20/04/2023 WWW.

Combanv Mekorot (nhoto credit: Moshe Shai/Flasho0)
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O povh LR T Illustratwc A worker at the Eshkol Water Filtration Plant in Northern Israel, operated by Israel's National Water



The hacker group Anonymous has
waged a cyber war against Russia.

https://theconversation.com/the-hacker-group-
&0 anonymous-has-waged-a-cyber-war-against-russia-
SS » C/a . Ul?/ryl % how-effective-could-they-actually-be-178034
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Strategie di difesa

20/04/2023 www.coseritylab.it

&
...............................................................................................................................................



RITY

Framework Nazionale
per la Cybersecurity
e la Data Protection

Febbraio 2019

NIST Cyber Security Framework
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Architettura di Cyber Security per OT

* Defense in Depth: strategia di cybersecurity che consiste in una serie di
meccanismi di difesa stratificati. Se un meccanismo fallisce, un altro
prende immediatamente il suo posto per contrastare un attacco. Questo
apFroccio a piu livelli con ridondanza intenzionale aumenta la sicurezza
dell'intero sistema e affronta diversi vettori di attacco;

* Least-Privilege: concetto di sicurezza informatica secondo il quale a un
utente vengono concessi i livelli minimi - o permessi - di accesso di cui ha
bisogno per svolgere le proprie mansioni;

* Deny-by-Default: criterio che concede il permesso solo a cio che e
esplicitamente autorizzato, mentre il resto e vietato;

* Zero Trust: si basa sul presupposto che nulla, sia all'interno che
all'esterno del perimetro di rete di un'organizzazione, debba essere
considerato attendibile per impostazione predefinita.

20/04/2023 www.coseritylab.it 25
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https://www.isa.org/isa99/

Sicurezzafisica

RTU sono «disperse» nel territorio in
aree di difficile accesso e in assenza di
sorveglianza

Gli involucri sono progettati per essere
resistenti alle intemperie (IP) o agli urti

(1K)

Meno considerata la problematica
dell’antiscasso

Prevedere chiusure e sistemi di

ler Special Publication 800-82

National Institute of
Standards and Technology
U.S. Depariment of Commerce

Guide to Industrial Control
Systems (ICS) Security

Supervisory Control and Data Acquisition (SCADA) systems, Distributed
Cantrol Systems (DCS), and other control system configurations such
as Programmable Logic Controllers (PLC)

Recommendations of the National Institute
of Standards and Technology

Keith Stouffer
Joe Falco
Karen Scarfone

www.coseritylab.it
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plication Security

sset inventory
Whitelisting
Patching

haset Vulherability Vulnerabilit Vulnerability
discovery scanning ASSRSSMEn remediation

Common Vulnerabilities and Exposures, o CVE, & un
Common !nerabili ies dizionario di vulnerabilita e falle di sicurezza note
ol VU tie pubblicamente. £ mantenuto dalla MITRE Corporation ed &
and Exposures finanziato dalla National Cybersecurity FFRDC del
Dipartimento della Sicurezza interna degli Stati Uni

Common Vulnerability Scoring System (CVSS)

Common Vulnerabilities and Exposures

§ Y 3 Il sistema delle Common Vulnerabilities and ?’.;."f."'ﬁ.hﬂi,ly Metrics ﬂl:l
Exposures (CVE) cataloga in modo uniforme
u v h vulnerabilita ed esposizioni. L el = WETITNER crowaes )
Vulnerabilita: una debolezza nel software e/o SR Confidentaty Impact (€]
https://cve.mitre.org/ nel firmware che, se sfruttata, viola almeno una ,,..._,,.,.,_.,,,., IO el
[ emeot ]

tra confidenzialita, integrita, disponibilita.
Currently, there are 194,863 CVE Records accessible  Esposizione: un errore nel software/nella sua User Interaction (U1) | oo BEETRE

configurazione che permette 'accesso a funzioni Characterizing and Scoring Vulnerabilities | neee 00 RESELY Availabiity mpact (A)

ed informazioni. Lo BT
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Rule for Description

System policy regarding security check and constraints for software and
acquisition hardware acquisition, development, integration, implementation
and configuration. Elements that are not fully compliant with such
criteria cannot be installed in the OT environment
Configuration set of activities focused on creating and maintaining the integrity of
management IT products and information systems, through the control of
and AN processes for initialization, modification and monitoring of
integrit configurations during the life of the element
System checks regarding system maintenance, in particular regarding the
maintenance presence of documentation and the regularity of maintenance
interventions
continuous assessment procedure of the effectiveness of security

accreditation controls and the implementation of privacy controls

Physical =1slel| measures to be taken to protect systems, buildings and related

SpdlgelglEgiel i support infrastructures  from accidental and malicious threats

protection related with physical dimension and environment

Identification Guideline of the process that establishes the identity of an entity

and that interacts with the system.

authentication This element includes also the specification for access control, i.e.
the process of granting or refusing specific requests for:

e obtain and use information and related IT services;
e 0 access specific physical facilities

Traceability Set of activities to ensure the traceability of system operations and
the availability of logs

System =lel Implementation rules of security controls for any communication
communications gEUKEICRIEN (g

protection

Contingency Provisional measures to restore services following an emergency or
planning a system outage

SECEE RS ey Guideline of the process of identifying risks for operations,
resources and individuals resulting from the operation of an IT
system

SilelellA pttlal Prescription  for managing exposure to risks, threats and
risk vulnerabilities in the Supply Chain and for developing strategies in
management response to the risks presented by third parties, by the products and
services provided

Cyber Security procedure

G

Risk
Assessment

Policies &
Procedures

Security
Managed ' P rog ram Policies &

Services Procedures

\vy &
8 I

Design & Business
Implementation Case
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ICS supply chain
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Agencio per o Cybensicurexza Nazionale
Strategia Nazionale
di Cybersicurezza

20/04/2023
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Cyber Attacker
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TROJAMISED SOFTWARE

E REUTERS”® World v Business v  Markets v Legal v  Breakingviews v

| Technology )

1minute read - November 3, 2022 11:01 PM CMT+1 - Last Updated 5 months ago

Danish train standstill on Saturday
caused by cyber attack

MALWARE

31
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COSERITY

Organizzazione *a =
I
* Necessita di avere un team dedicato alla % -
cybersecurity dei sistemi OT T
* Segregation of duties 1 \
Iy

* Integrazione Cyber & Physical security

Physical & cybersecurity

Improve emergency response

Reduce human error

Reduce unexpected equipment failures

Maintain stable control

20/04/2023 www.coseritylab.it 33
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Revised Directive on Security of
Network and Information Systems
(NI1S2)

n EUROPEAN
COMMISSION

Brussels, 16.12.2020
COM(2020) 823 final

2020/0359 (COD)

Proposal for a
DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
on measures for a high common level of cybersecurity across the Union, repealing

Directive (EU) 2016/1148

(Text with EEA relevance)

{SEC(2020) 430 final} - {SWD(2020) 344 final} - {SWD(2020) 345 final}

https://ec.europa.eu/digital-single-
market/en/news/revised-directive-security-network-
and-information-systems-nis2

New directive to enhance the
resilience of critical entities CER

EUROPEAN
COMMISSION

Brussels, 16.12.2020
COM(2020) 829 final

2020/0365 (COD)

Proposal for a
DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
on the resilience of critical entities

{SEC(2020) 433 final} - {SWD(2020) 358 final} - {SWD(2020) 359 final}

https://ec.europa.eu/home-affairs/news/commission-
proposes-new-directive-enhance-resilience-critical-
entities-providing-essential_en
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Il principio fondamentale

La sicurezza di un sistema
Informatico dipende

molto dal processo con cui un
sistema viene gestito

— pianificazione, analisi dei rischi, gestione dei sistemi,
formazione del personale, ecc.

. poco dagli specifici prodotti adottati

— specifici firewall, antivirus, ecc.

36
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